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TEXTRAistALR )
SIS | XA/ M B R RFTEEEHRIEXISR | UCS ReadOnlyAccess
PR (BaTH~. ITER%. 15, RS | + UCS RBACKUR (&

F ) HRIEUR.

Ef)Enamespacesi®

TEXISRAILIStAR PR )

3.3 IRMBREAZEN ucs_admin_trust ZIEFWNEIKE?

ucs_admin_trustZIE AEERKSERERUCSEFRISH, HREPENRUCSERSEE
BUEERY . MIPREEIENZIT (1N EREIEMSop_svc_ucs, HIBREAAITenant

AdministratortXfR ) IESHUCSIRSTHRERE, flan: “F

)RR
AURAROUPAFRAOEERE .
ARSI
BIESER

kE&ucs_admin_trustE3E,

T (FHSERKSEFIAMEGIE,
T2 FEEAMISHEEE ‘S5 .
T3 IEIF “ucs_admin_trust” £HE, BEHEIRETIRY ‘R , EEEAFABOSRERES

(=R
= o

FHA EENSHEIEERE ‘&8 .

AR

22PN TUEFiEIREN

ucs_admin_trustEIEERMIRAIER FTAZEERITALER , EMIRIERHHEIE (FImRTE
FA9Tenant Administratorfi iR ) IIEEMIRLEIET, LUECIEFFIEE.
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A= UCS
& D jalRR 3 M PRHEX

5 HAUCSIEHIE, ERERY “IStURE" XEE, BE ‘A" , UCSESEFHEIE
ucs_admin_trustEE, eSS,

Als

3.4 AP\ EERF KB R R EEATI?

[BIREfHIR
FEMRBASRARANNARBARIEEB K EXINPRIS T2, OIRESE AR A REMSEUNRX
BRE, HXMERAER, MASKERH “ XEUR”™ NEs R riFmARBRREL
E%;%ﬁ-o BARHFEFHESEHPEIINES, ARRE ‘87 KHEHXENR
5RHE o

HiEREg

ARBA SR EEBE K EXARAT H I S E S EAIHIE R KM IRIBIRBERHITEN, WFE
3-3Fi7~o

& 3-3 iIEIERIRAA

HEER 15488 HFHEEIR
ClusterRole failed reason:Get HINZEREE AR | o HEFEIR—:
\"https:// REEHLKREN, BANE proxy-agentfiiz
kubernetes.default.svc.cluster.lo | ¥4 AIproxy-agentiz{T TRRE

cal/apis/ RERE, ENES o HFESTR—: &8¢
rbac.authorization.k8s.io/v1/ B '_5ch|§9§1§;§
clusterroles/XXXXXXX? R -
timeout=30s\": Precondition =

Required"

Or

Get ClusterRole failed
reason:an error on the server
(\"unknown\") has prevented
the request from succeeding

(get

clusterroles.rbac.authorization.k

8s.i0

Unauthorized HINZEIRRERE TR | o HEEIN=: &Bf
ZHERY, BRIBELRAES INIHERZ L
EHITHEE,
FIAIRESRE401 R <P

RBIHIANER, AIRERYER
EREEHAMHERITHA,

SCRSERZS 01 (2024-12-31) WRINERE © HARITERARBIRAE 12
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EPUEI 3 I PRHEx

REEE pi=l:z] HEFHEEIR

Get cluster namesapce[x] HIZEERNRE 2R | &R NOUEXIMNAY

failed. RRENNGETE, | aITaHHTELR

or #BIE,

Reason:namespace "x" not g0: kubectl create

found. namespace
ns_name
NRAFEFERIZSD
278, ZRESH
ATLAZHEE

HEESIn—: proxy-agent BUiE{TIRZS

ikl

ERENUCSIEHE, FREaproxy-agentftEXHFESIPANEEES SR, iERTH
PREREREEPERIproxy-agentSLfl, MTEIXIBAUCS, HREFMUCSIEHIE TR
proxy-agentBe B X4 HITERE

ST SREREEEMastertis,

T2 EEEHESRBSRE.
kubectl -n kube-system get pod | grep proxy-agent
SNRERE LT, FRHEAmILBANT:
proxy-agent-*** 1/1 Running 0 9s

5iBBproxy-agentEPEIEE, lproxy-agent;@BFIEERuUNNingIRZS, TTLMER
kubectl -n kube-system describe pod proxy-agent-***&&PodfIEE(EE, ¥4
HFEREE I 2% proxy-agentZBERMEAD? -

AR

proxy-agentZIAEREFENPod3Lfl, FE—PodIEERuUnningBIal{EFRAEAINEE, (BERZ0TA
MTERIE

I3 FJEDproxy-agentiPodHE, EERIERZFEE A LUEREEIUCS,
kubectl -n kube-system logs proxy-agent-*** | grep "Start serving"

W;&" “Start serving” BIBREFTENMEZproxy-agentsSLHNAEIEE , NEBREEE

Bt HFEIR .
R

HEEIN " 55 UCS MEZERIRS
AREN:

MHSRRAS 01 (2024-12-31) WA © EARTERABIRAE 13
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3 WPRHEX

gz
$ER2
$EE3

gz

$EE3

MBS EEHELMIPHEE LRMNATRIX

WEERESENESOEENIE. NFEFEFEMEHEES], BERRBRARSTHFERE
BRI IR O S

RRMEIERE, WiEEBEMproxy-agent Pod{EFEE A PodFE, BEHEP
HBEEHEEFE “Start serving” FIREITED,

kubectl -n kube-system logs proxy-agent-*** | grep "Start serving"

BEEETENE, RFUCSIEFIERHE, EEEEHETEREE.

85K

FARIIEN

CEEHTSANEFEEERE. MEXNEAEEAEES, BERKEEASIIFIRE
BRI IR OS .

HEBREERE S UCSHIIDCZ [BIHI MILEIEIZEE

RIBEMSEED AR, BEELUTIEH THEAR
o =EZ (DC) : BEEWEHRR.
o [EMEAML (VPN) : ESEHEHR.

HEPREERFFAPIIZNAIVPCEPHIIE, VPCEPIKEE N “BiE” . WNVPCEPHIRMIFR, M
FEHOE, BSWFAMBANERLRMERVPCEPFUNEMRE? .

3-3 VPCEP R

HIRBR ©

(ot~

RARMEDES, MiEEHEIproxy-agent PodfFEEF4ERMPod &R, BEHHEPod
HNBESHREFE “Start serving” RIEEITED,

kubectl -n kube-system logs proxy-agent-*** | grep "Start serving"
HEIEEIENGE, RFUCSIEFIaNE, EE5FERLERERE.
4R

HIE=: SEHAEEREWL

WNEEIRER “ cluster responded with non-successful status: [401]

[Unauthorized]” , @iTWERERE="MasterT5= “/var/paas/sys/log/kubernetes/
auth-serverlog” HE, FJEERIAMMZIEEHIE ., BSRIAAMIZZETEEN, RIAM
IRZIEBHIERE .

EREEAENT:

e Failed to authenticate token: *******: dial tcp: lookup iam.myhuaweicloud.com
on ****53: no such host
IRBEEWE, HRtRDXtiam.myhuaweicloud.comf&tfrae], BEERERE
&, BCEXINANHZ BT,
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3 WPRHEX

Failed to authenticate token: Get *******: dial tcp *.*.**:443: i/o timeout
IEEREIRA, PRIBEIAMRSEN, BHETRSEARIAMIRSEIEREE

(5

currently only supports Agency token

Jt}l;";EIULFEEH%*Z:%MUCSHE%EE, B RIAEERE X STHFUCSERSSIAM Token
aial.

IAM assumed user has no authorization/iam assumed user should allowed by
TEAdmin

IR HEGBAUCSIRSS AR ERHNIE, BEXRENRARAN R THEE

Failed to authenticate token: token expired, please acquire a new token

Jtt*ElulFEEBTokenT_ AR, 5EAdatedsSHRENEESERITA, W
5E1IE’51‘T:EH]‘IEU§EEJ;UQ IsRZHEE, BEEEHEGKRE . MNRKA
IEﬂikfi'E AREREERERN, BFHRRENRAAZHITHIE.

Rk FiREISRfS, i5{FE M crictl ps | grep auth | awk '{print $1}' | xargs crictl stop
S ERFauth-serverass,

3.5 &R EHRWNSENREXRIR?

FEEBIMUCSIEIES, AIREaFE—LRBACKTFIRE, HolLMRIBELA T ENEIRIX
ﬁﬁ?\o

UCSBIZZAIRBACE B R BFRE "ucs.rbac.policy=true", RaILARIBIAREXIUCSEIER
AIRBACKRHITEIE . MIBRZFIRIE.

fan:

root@lijunhui-ucs-test-0001:~# kubectl get clusterrolebinding -1 ucs.rbac.policy=true

ROLE

7281268b-caf5-1led-82cb-0255ac10018e-binding ClusterRole/7281269b-caf5-1led-82cb-0255acl0018e

root@lijunhui-ucs-test-0001:~# kubectl get rolebinding -n default -1 ucs.rbac.policy=true
ROLE
7281269b-caf5-1led-82cb-0255ac10018e-binding Role/7281269b-caf5-11led-82cb-0255acl10018e

SRR 01 (2024-12-31) WRINERE © ARITERARBIRAE 15
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SEEERAL)

\
4.1 FRREROKRBEAT?
REEPOBRALWE, RIBEMIEREERUTHRAEES:

WNERIZ “wait for plugins status become health time out” , BICEERHIRES
EEIEE, EHRREEER . NBELTIRERE ‘EFEA" .
MRESAREHOE, SEIRNHNERIEIOINEEREHAEY, Bzl
TERHITHEE:
a. BEEEFSIERNME, PMEEEEMNTIEREINE, Egatekeeper-systemap

A I TR SRR R EIETIERE.
b. WRizTHRE, BEE LIEFRBEHHIERUGLAZERNER,

SN TE:

aaaaa

o MRBFREMBIRER, BEERE “BRERA .

4.2 REEPLIEITHREEAD?

FIEPINEITRERNRRERE HGatekeeperifiHIRiR, sEEMIER . RIBELEWIE RIS
FRUTHRAEiES:

o & gatekeeper-systemiapA =) gatekeeper-controller-manager .
gatekeeper-auditiX@->Deployment2B NFERT, MNRAZ, BETHIEXR
MAERE

o YNSRIXFDeployment#ififk, NATLASSEREEHOINREISREBEREM.

SRR 01 (2024-12-31) WRINERE © ARITERARBIRAE 16
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4.3 YT SRS OB RIR?
3 FERRRIROIEER, EUTFHRSG, ARATEATEENR:
o SEBHEIECUR, SRS
o SERHSREMTROTIEE, gk
o SERHERTURE, R
o SEBNERUS, BRI
RUEBTTRSS, HEREATR:

kubectl delete namespace gatekeeper-system

SASRRZS 01 (2024-12-31) WRIERE © LEARITERARERAF
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5 Z=RABA

A eahiBA

5.1 MEATFHEEXFIRIE K UEATD?

RBAFFEEEREEXFRINA E, UCSHRSB 1B BIABA B FERIERE R I IO EIANBARYEE

BB INRIEER A . RIS ER, MPASITERFIINIRE . EBFIRA .

clusterrole. clusterrolebindingZIRBMiRIE . WNRFINIEPIRIGIFIEDIR, &

ﬁfzgﬂ);ﬂgﬁé*%%zo SEARBTRAEENR G, JUIRE “EFFEN S2lBERE
EERERXFD,

IsR—: 127: clusterrole. clusterrolebinding EF1E

Eﬂ R - SRR BERBIIMAF DR NALRIERFE . BIXMRIERT, RIS
EiEé%ﬁﬁ][l JBEXFRR, SEBRIMATBKBERFERIERAE.

BRAE: FTEERBER.
BELTE:

IREUREEEFAIkubeconfigBc &304, FrESkubectlRIZfTT =, ¥kubeconfigiZi4
BEETHR/tmpER.

#HTQD-FHIJV ’ :EEE§£%§5J§O
alias kubectl="kubectl --kubeconfig=/tmp/kubeconfig'

kubectl delete clusterrolebinding “kubectl get clusterrolebinding |grep
karmada-controller-manager | awk '{print $1}"

kubectl delete clusterrole “kubectl get clusterrole |grep karmada-controller-
manager | awk '{print $1}"

kubectl delete namespace “kubectl get namespace |egrep 'karmada-[0-9a-f]
{8}-([0-9a-f]1{4}-){3}[0-9a-f]1{12}' |awk '{print $S1}"

e
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PSR 127K CCE £ EE4IE EIP
[RRRE: APASFEERFRfE, 1HI0CCESERE, MR E@ITEIPRERMZZEREITIRT
RRERGER: tSCCEEERHYBEEIP,
sk =: CCE &£EfC40E EIP, SEFINANBEFRBEM, REE: network in cluster is
unstable, please retry it later

[RARE: BXFPEEIHIaICCEERFAI5443ix 0, {EECCEER S HImLESENS M
MA531494.74.86.108 ( jEHbE ) i5/8)CCEEEFAY5443iK [ .

BRAER: BRCCEHEHBABLaEZEE, BiF94.74.86.108 (EHELL ) 150)CCELERE
BY95443i% 0 .
MxRM: SREENEEE, KESRE, ki cluster is not reachable

BEX NAYRE REREPHITLA TS, &iflServiceAccountREEFE., Hb
{cluster_name}iEE IR NERFZTR,

kubectl get sa -A|grep karmada-{cluster_name}.clusterspace.{cluster_name}

EEE R RServiceAcCOUNtRNETE , BB L RERFES AR , BEFIRIMZERE
ZEXFALBA o

A : SEEINABFBHRSE: the same cluster has been registered with name
xx B& cluster xxx is joined successfully

EIRRRRE: SEEFINABF I REHL,

R EGERNEIIPREL, BEMIMARA,

5.2 FERAERPERSHENSEREB LA XBEA7?

R
%BAEFE%%H?@B, STEMN I TRES R EERFHI T HANNRIE, Bk
W o

BRI

SW EREEEIFERE RN, BIRSTISEBLH.
S EELEBLEY, BEXTE, BREATEARMTLE,
.

5.3 #BZ Nginx Ingress [SIRSARME EAT?

R =

BIEENginx Ingressfg, Ingress®bF “ K™ K&,
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BRTSZ

FECUEENGinX IngressBIR XTI EERFZRENGinX Ingress Controller}ﬁ{fli, ERTR
SHingressfbF “ReidE” K&, ZEBENEKIRES

o jjCCEEEf_H'Ii;ﬁ#FlE%mﬁtﬁ%ﬁJAﬁUENginx Ingress,
o EfMEBIERLRIAEIES WHIEM X HNginx Ingress Controller,

5 4 #1177 kubectl 7555 Error from server (Forbidden)
IL,\ 'jJ\?

)RR
FEAEFISEREBRIBIOITRRS, HiiTkubectl®, I FATRARISIES .
AJRERE

o geR AT BB R Y RERF AR IREXT R ClusterRolesk# ClusterRoleBinding# il
B‘%o SR EE— I ML LRI RERFHII LI ER, MaSHkubectldn$iss
FRETFHRENZEEIR o

BRI Z=
FHelEiz L RERFAYClusterRole 5 CClusterRoleBindingiZiEXT SR o
ClusterRoleRIYAMLIHRBIEN T« HA, {clusterNameiEERIIpL RERFHIETR

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: karmada-controller-manager:karmada-{clusterName}
rules:
- apiGroups:

resources:

D

verbs:

D

- nonResourceURLs:

D

verbs:
- get

ClusterRoleBindingBdYAMLIZ{4REIGN T » B, {clusterName SE a9k RERIHY
&R, {karmada-manage-namespacei5E it jukarmadaEBAIEE=REMR, &R
LAUEigHiiTkubectl get ns|grep karmada3xHY,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: karmada-controller-manager:karmada-{clusterName}
roleRef:
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apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: karmada-controller-manager:karmada-{clusterName}
subjects:
- kind: ServiceAccount

name: karmada-{clusterName}

namespace: {karmada-manage-namespace}
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6 EHTERE

e R EER

6.1 L AEEREIREATIH, ] cce cluster not found E4A

RIS

BRISZ

ERTERREERATA, $HiRE8 Acce cluster not found, please unregister
cluster,

ISTECCESSRHERI B FahMIbR 7 EIEMEUCSHRIEERE, SHUCSHERRESETR AT
E—]’% o

BERNERUCSIERIG, BEZERALAEHE W IZH, FHZERF, LIS
AT RRS SRR 25
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& D jalRR 7 MIEEERE

7 s

7.1 ESEHRAXMEAT?

eI
A HERHENNEEHIERBIUARBR R . SEHEAUCSHRLIIINREBRN
e
o TEUCSERIETEMERS, SESRHTElEproxy-agent, BRE—BRT “E
HENT , ERNBIERT EMEK .
AR
WEEFEAT “IEMANT KT, BREE LA S?ﬁ%ﬂi?ﬁﬁﬂﬂ;‘%ﬁ, AISHRIERIER
B TIREN -
o EBRANNEERSETA ‘FAUA" , BEEAEFRIHEBIERER .
HIE RS

ST EEINSHHIE R AR AIIRBIRIEEDHTEM, WRT-1FR.

R 7-1 IKIEERIRA

BEER i8R HFHEEIR
“currently no agents available, HINZERERE AR | o HEESI—:
please make sure the agents are | JENEEEFAYproxy- proxy-agent
correctly registered” agentizfTIREREEL M HIETIRE
G o HER—: %
B5UCSM%
“please check the health status | HELZIEIRAIRE KR | o HER=: &
of kube apiserver: ...” HEERf N EBkube- Efkube-
apiserverZGixiaia. apiserverit7z
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D ialR 7 MEEERf
REER izl:lz HEFHEEIR
“cluster responded with non- HILZEIRRERIREE | o HEETRPY: £
successful status code: ...” ZHAY, BIRIBEARES BOANEERT
BEiHTHEE, %
FIANIAZSAZ401 R <R

RBHUNIR, AIRERYR
EERHAIEERIZH,

“cluster responded with non- HILZEEIRAVEE TR | -
successful message: ...” ZHEH, 1BRIBLRER
HITHEE

a0 “Get "https://
172.16.0.143:6443/
readyz?timeout=32s\":
context deadline
exceeded” E7RiA[O)
apiserveri8it, AIRERERE

JIEERfapiserver k&Y
=8
“Current cluster version is not HINZEIREE 2R | -
supported in UCS service.” IRAAFEER: AN

UCSHRESB9Kubernetes£e
BEAR AW I91.19K% LA
to.

HEESIR—: proxy-agent BUiZ{TIRZS

ikl

EBNUCSTEEER, [FEBproxy-agentfe EXHHEEINAIHERIESRX, BRI
IREERF R EEBERIproxy-agentsEfil, WIFTBEIRIEAUCS, W/REFHMNUCSIEHIE TE
proxy-agentBe B M HITEE

B SBREREE Masterti s,

TER2 BEERHAENENRE.
kubectl -n kube-system get pod | grep proxy-agent
NREBZAT, TRk
proxy-agent-*** 1/1 Running 0 9s

iiBAproxy-agentEfEBIES , Wproxy-agent;ixBALFIEFERuUnningIAZz, TTLUER
kubectl -n kube-system describe pod proxy-agent-**&EPodlI&EE(EE, ¥4
HiEBIE &% proxy-agentF B RMEALAD? .
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7 MEERE

SER3

(AR

proxy-agentZKIAEFEFNPodLfl, FE—PodIEFERUNningBIal{EFAEAINEE, (BERS0TH
HTERIE

FJENproxy-agentfIPod HE, BEERIEREFEEILUEEEIUCS,
kubectl -n kube-system logs proxy-agent-*** | grep "Start serving"

W& A “Start serving” BIBREFTENMEZproxy-agentsSLNAEIEE, NEBREES
HithHEEIR,

-

HEESIN—: &85 UCS MBIEEIRE

£E1
SER2

I3

£E1

$EE2

YNTEEIN
MEEHRERHIEAMIPEEEAMNATHX

MEERZEHENE S REERE . WFEXSHIS LIRS, BERRRARSZFHAE
BRIt IR O S

RSO, RiEEE0proxy-agent PodfEEEFHARLPodEIR, EEHEPO
HBEPIREFE “Start serving” RIBREITED,

kubectl -n kube-system logs proxy-agent-*** | grep "Start serving"
HEIEEIENG, RIFUCSIEHIERNE, EERHERERERE.
FARIEEN :

WESEREZRENE S OEENE. NFEESEMEHEES, BEERRRARSTFIRE
BRI IR O S

HEPREERY SUCSHNIDC/ B =75 2 IERIMIARIE RIS .

TRIEMNESERS AR, BT XA THERR .

e %L (DC) : BSEHIRHR.

o [EHIEZAME (VPN) : ESEHIEHHR,

HEPRESBFFAMIZ NRIVPCEPER, VPCEPIRESFEN “BZ%” . MIVPCEPHIRMIER, M
HEMEE, BSNARENRSEERBIFRVPCEPEITHRE .

7-1 VPCEP K7
HBEBR ©

G

g B & HE S ERTERSEN ©

S ——

RRMEIEME, RiEEE0proxy-agent PodfEEEFHARLPodEIR, BEEHEP
NBEEHEEFE “Start serving” BFIEEITED,

kubectl -n kube-system logs proxy-agent-*** | grep "Start serving"
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7 MEERE

IR

BEIESETNE, RFUCSIEFIGRE, EEEHFEARIERER.

R

HESI=: £2f kube-apiserver JA7

gz
$IR2

L4

SERHEUCSHY, ATREHIIaNE7-2Fi~iISREER, BiRER “please check the
health status of kube apiserver: ...” ,

7-2 kube-apiserver IREFE

please check the health status of kube apiserver: an error on the server (™) has prevented the request from succeeding

il

I

i

8, HE

|}

SEER

WMEHMLAE(SE, 5BBproxy-agentFixflEEE apiserver#TIERBE, HFARAR
FENEHINENEREERE, XBELEAERA—RIBRALER, TECBITHRE
BB aBmEHITEIL .

BRUCSIEHIGS, EAMSHZEE “ B " .

ERBrrEREMasterTam, BFapiserveribilt,

kubectl get po “kubectl get po -nkube-system | grep kube-apiserver | awk
{'print $1'}" -nkube-system -oyaml | grep advertise-address.endpoint

BEEEHIKubeConfig3Zf4d “clusters.clusterserver” FEERSEE2HREIGAVE
Efapiserverithit—&

WA—3, AJREEREEEHEMEMT apiserverfUitbiititia, EEEKubeConfigZ{44hY
EBtapiserverttblltf5, TEUCSIERIGEFEMERE, HEFHEPZ proxy-agent,
(11 %88

#EKubeConfig3Z{d “clusters.clusterserver” =FE&J “https://
kubernetes.default.svc.clusterlocal:443” A EEE R, Zi&2 SokubernetesfRss ( Blapiserver
AClusterlP ) BIAMEIE .

& proxy-agentfIPod 2 E A LAAEFE N EERfAYapiserver,
SEWmL:

kubectl exec -ti proxy-agent-*** -n kube-system /bin/bash

# ihiaEEEEAkube-apiserver

curl -kv https://*****/readyz

WMEEIEFE DD, BRRERFMNETNRG, FUCSIEHaEImIMER:, HENRE

proxy-agent,

et

HEEIPY: SERHALEEREMN

ASEIRER “ cluster responded with non-successful status: [401]
[Unauthorized]” , AIgeREEHAEEETHHERE TN, NMEHUCSTIEA
[a)&eBfkube-apiserver, BRNEHIZERF, (FRIFRYKubeConfigsiE3mEMEEES,
FEFEFEproxy-agent,
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(AR
o FEINIEERKARIKubeConfig:fs, BILEHRTERHAEEETHSHUCSTIAEEER
o B/ AIRMAIE=SEREREEENEERSSEOANILEERN, FREBREFNERN

BRRE.
7.2 FARIZENREEFI=MIFR VPCEP FANMAIRE?
BRI
PRI\ IO SIS RIAOVPCEPLR I TS/, SRS RS,
BELR

(REEITY:
HFproxy-agenth EECEVPCEPRIIPHELL, TEFREEVPCEPHIIHZEISEIP, 1BIAMRIPARME S,

;1 BRVPCEIRT ~=H G10 B UCSIRSSFITEXIERIVPCEPE E#MIFR . ANFAIAIIEEUCS
AIVPCEP#IMIRR, MIRTHEHNITLATEE,

$R2 ERBAREBLEE I IMasteri =,

$IE3 BHifproxy-agentPECERIPEE.,
kubectl get deploy -n kube-system proxy-agent -oyaml | grep -A3 hostAliases
[EEa0T:

hostAliases:

- hostnames:
- proxyurl.ucs.myhuaweicloud.com
ip: 10.0.0.182

£]4 FEUCSPRERIEHFTE—VPCEP, FHEEZIPIbL, BE “BES(ERIPIEIL” LIFHIR
ZIPHIUESR(EFE . ANIPHEIEE S, NIFESRIEEEFFRIproxy-agentfitE , BEERIE
proxy-agentfit&

7-3 MXLRTDR (FEETR IP)

* Xigg Q ~

* B 2t ®@
* BSSEHR (wE )O

© SHRRS FRSEEL BO

tlmmEe ©
* ERRAE S v | Q BEENER
* FR v | Q EETETH SIAIPE: 248
+ IPv4itht B ERIPv4ltiit
- | 200 | EHECERPELE
ailae] ®
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A= UCS
U 7 MIEEERE

X5 P “BEIBSL” , S|HEIE—VPCEP,
6 ZEH1-398h, BIFUCSIESIAEHRIFFERRS.,

#miE proxy-agent Bt &
] FEUCSFRERXIgHTE—NVPCEP,

7-4 WK R ( BHEHS IP)

* Xiag o v

T RKIEN RS R BNMEERE: EHbEREral SR, A mEadiE, iRehiamss.

* [R5 =iRS 1SRRI

* BBER (wE)o®

© CHERS RSEE: BN

slEnREE @
* EHIET v | Q EEEMRAEE
* T v | Q EECETH SAIPE: 248
* 1Pvats | | ol
i ®

$I2 PEFECIEVPCEPRIID, BEEBHSEHNT=IP,
7-5 VPCEP 1¥15
< 1470d5

HAER et A e

ID a
EE

DE~V] RSERS

\Pvatisht

pPalsl;iic]

fi iz

T3 SREAEEEENIMasteri =,

$I®4 fmiEproxy-agenttPELERIIPISE.,
kubectl edit deploy -n kube-system proxy-agent
{&&hostAliases=EE THIIP:
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hostAliases:

- hostnames:
- proxyurl.ucs.myhuaweicloud.com
ip: 10.0.0.122

1% “ESC” , WA\wq, & “ENTER” ZpfwiE.
S1-35%0, BIEUCSIHIA EIRIBTERIATS .
e

7.3 proxy-agent EPELBIEA?

)RR

BRIFE R

£E1

v

JJ:Q;%z

S£IR3

%4

EEE Rt ERE proxy-agentfg, proxy-agent®tFIE “Running” K&,

BREFEMasterti =,

BEEproxy-agentiziTIRS .

kubectl -n kube-system get pod | grep proxy-agent
EIRTF, podik&atFImagePullBackOffkPending:

proxy-agent-59ddf7597b-rq4j6 0/1  ImagePullBackOff 0 2d16h
proxy-agent-59ddf7597b-sjf55 0/1  Pending 0 2d16h

BEPodHNIFHIER. .
kubectl describe pod proxy-agent-*** -nkube-system
AEEH INAN M EEIR

o K8 RERET AR B proxy-agentis(®, B MRIREREEE AR AMAIRE
73, BIIEEHIBISWREE .

Evi

ledCreate

o KeEMETRTRHICPUSREREARE, BT BTWRAR.

Type Reason

Warning FailedScheduling
Warning FailedScheduling 118s default-scheduler 0/1 nodes are available: 1 Insufficient cpu.

o K8HHEHEREEFSAEMNAITES, proxy-agent ISCEATFAE, BIANEHE

heduling 2d1; hed e available: 1 node(s) didn't match pod affinity/anti-affinity, 1 node(s) didn't match pod anti-affinity rules.

PMLFIEEEFRRNTR, BERERERTELEERI T REREBIIRIR.

o K8sHE{fE/RgatekeepertBXFHE, TIREEHTEIEAVRISSIAIGIT Ti=8. g

RICIEER, IBTESERE EHITLAT ap S MIBRAE N SREESERY o

kubectl delete constraint --all

PAEaRE, EFEEproxy-agentiziTRZE, FiBPod&tF “Running” K.

e
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ARHEEERS

8.1 ABERHRA KM EAT?

eI
A HERHENNEEHIERBIUARBR R . SEHEAUCSHRLIIINREBRN
e
o TEUCSERIETEMERS, SESRHTElEproxy-agent, BRE—BRT “E
HENT , ERNBIERT EMEK .
AR
WEEFEAT “IEMANT KT, BREE LA S?ﬁ%ﬂi?ﬁﬁﬂﬂ;‘%ﬁ, AISHRIERIER
B TIREN -
o EBRANNEERSETA ‘FAUA" , BEEAEFRIHEBIERER .
HIE RS

ST EEINSHHIE R AR AIIRBIRIEESHTENM, WERS-1FR.

& 8-1 A SRR

BEER i8R HFHEEIR
“currently no agents available, HINZERERE AR | o HEESI—:
please make sure the agents are | JENEEEFAYproxy- proxy-agent
correctly registered” agentizfTIREREEL M HIETIRE
G o HER—: %
B5UCSM%
“please check the health status | HELZIEIRAIRE KR | o HER=: &
of kube apiserver: ...” HEERf N EBkube- Efkube-
apiserverZGixiaia. apiserverit7z
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REER izl:lz HEFHEEIR
“cluster responded with non- HILZEIRRERIREE | o HEETRPY: £
successful status code: ...” ZHAY, BIRIBEARES BOANEERT
BEiHTHEE, %
FIANIAZSAZ401 R <R

RBHUNIR, AIRERYR
EERHAIEERIZH,

“cluster responded with non- HILZEEIRAVEE TR | -
successful message: ...” ZHEH, 1BRIBLRER
HITHEE

a0 “Get "https://
172.16.0.143:6443/
readyz?timeout=32s\":
context deadline
exceeded” E7RiA[O)
apiserveri8it, AIRERERE

JIEERfapiserver k&Y
=8
“Current cluster version is not HINZEIREE 2R | -
supported in UCS service.” IRAAFEER: AN

UCSHRESB9Kubernetes£e
BEAR AW I91.19K% LA
to.

HEESIR—: proxy-agent BUiZ{TIRZS

ikl

EBNUCSTEEER, [FEBproxy-agentfe EXHHEEINAIHERIESRX, BRI
IREERF R EEBERIproxy-agentsEfil, WIFTBEIRIEAUCS, W/REFHMNUCSIEHIE TE
proxy-agentBe B M HITEE

B SBREREE Masterti s,

TER2 BEERHAENENRE.
kubectl -n kube-system get pod | grep proxy-agent
NREBZAT, TRk
proxy-agent-*** 1/1 Running 0 9s

iiBAproxy-agentEfEBIES , Wproxy-agent;ixBALFIEFERuUnningIAZz, TTLUER
kubectl -n kube-system describe pod proxy-agent-**&EPodlI&EE(EE, ¥4
HiEBIE &% proxy-agentF B RMEALAD? .
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SER3

(AR

proxy-agentZKIAEFEFNPodLfl, FE—PodIEFERUNningBIal{EFAEAINEE, (BERS0TH
HTERIE

FJENproxy-agentfIPod HE, BEERIEREFEEILUEEEIUCS,
kubectl -n kube-system logs proxy-agent-*** | grep "Start serving"

W& A “Start serving” BIBREFTENMEZproxy-agentsSLNAEIEE, NEBREES
HithHEEIR,

-

HEESIN—: &85 UCS MBIEEIRE

£E1
SER2

I3

£E1

$EE2

YNTEEIN
MEEHRERHIEAMIPEEEAMNATHX

MEERZEHENE S REERE . WFEXSHIS LIRS, BERRRARSZFHAE
BRIt IR O S

RSO, RiEEE0proxy-agent PodfEEEFHARLPodEIR, EEHEPO
HBEPIREFE “Start serving” RIBREITED,

kubectl -n kube-system logs proxy-agent-*** | grep "Start serving"
HEIEEIENG, RIFUCSIEHIERNE, EERHERERERE.
FARIEEN :

WESEREZRENE S OEENE. NFEESEMEHEES, BEERRRARSTFIRE
BRI IR O S

HEPREERF S UCSTNIDCZ [BJRIMIESEEAE o

IRIENESERS AR, BT XA THERR .

e %L (DC) : BSEHIEHHR.

o EMEAMLK (VPN) : ESEHIEHER.

HEPRESBIFAMIZ NRIVPCEPEIR, VPCEPIRESEN “B1ZZ” . MVPCEPHIRMIER, M
FEMCNE, FSNFARENAEEHRMIERVPCEPFAIAE? .

8-1 VPCEP K7
HBEBR ©

G

g B & HE S ERTERSEN ©

S ——

RRMEIEME, RiEEE0proxy-agent PodfEEEFHARLPodEIR, BEEHEP
NBEEHEEFE “Start serving” BFIEEITED,

kubectl -n kube-system logs proxy-agent-*** | grep "Start serving"
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R UCS
VU

8 ANIthEERY

£I5 BEERITNE, RFHUCSIEHERHE, EEEHEREREERE.

TR

HEESI=: £2f kube-apiserver JX7&

ERHZAUCSHY, nIgeiIliNE8-2FiriREER, HIREXR “please check the
health status of kube apiserver: ...” ,

8-2 kube-apiserver IXE&EHE

please check the health status of kube apiserver: an error on the server (™) has prevented the request from succeeding

il

1

REEREE, #

1]

FEER

it

aNEIMLAE(SZ., iBAproxy-agentTi AN EFapiserveri#t{TIEEB(E, BT ARIAF
SERASHEMEMGRERNR, XELEREF—HBRLR, FRERTHRE
BMEaEEH I TER .

BRUCSEEFIE, EAMNSAHZIERE “‘B2MA” RHE,

B RBERERMasterTim, & proxy-agentfPod 2& I LAAIAEHENERRY
apiserver,

SEHS!

kubectl exec -ti proxy-agent-*** -n kube-system /bin/bash

# ihIa1EEREAIkube-apiserver
curl -kv https://kubernetes.default.svc.cluster.local/readyz

WEEIERIRE, BERERMEERE, EUCSIEHIaEIEMER:, HEMNE

proxy-agent,

e

HIEI: SRRMIEEEEN

WNEEIRETR “ cluster responded with non-successful status: [401]

[Unauthorized]” , @iTWEERF="MasterT5= “/var/paas/sys/log/kubernetes/
auth-serverlog” H&, AJERIAMMEIEBELIE. SFHIAIAMEZETEESND, RIAM
IRSZERBIEIESE

EEEAENT:

e Failed to authenticate token: *******: dial tcp: lookup iam.myhuaweicloud.com
on ****53: no such host
LEEEEIRE, T5aiR3diam.myhuaweicloud.comf@ifrdef], IESERERIE
&, ECENNANREZET .

e Failed to authenticate token: Get *******: dial tcp *.*.*.*:443: i/o timeout
IERAERA, BRIBEIAMRSERN, BHERTRSEATIAMIRSEERER

e currently only supports Agency token
I ARRIER T EMUCSIRS &2, BRIAMERRFIFUCSIRSSIAM Token
wia.

e |AM assumed user has no authorization/iam assumed user should allowed by
TEAdmin
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A= UCS
D ja)RR 8 AHhEERE

IR AEIRBAUCSIRSS HIASREHIE, IBEARENTARNRHITHEE
e Failed to authenticate token: token expired, please acquire a new token

Ltz AR TokenZES HANISR, 15(EMdaters SIHERAIREZEET A, W
KO RESREREEIRTA, ERLHEE, BEEERHEGIRE . WMRIKAH
ERRE, FIREREERER, BHRENRARAZHITHHE,

Rk FiRESRfS, &S crictl ps | grep auth | awk '{print $1}' | xargs crictl stop
S ERBauth-serverssE,

8.2 WOIFaNFEA ST =?
(EFRA

TEEEETERERE, ST LERERMHE ( BfFkubernetesifz.
containerdss ) FlEE ( BIEAR. BESE ) 2263518, —BRTEEREFT=IRKE
BARRIRE . AL, HITZENEMAT R et BB AEREFER .,

ERpS
AibEEEfucs-ctl delete clusterfJucs-ctl delete nodei s SHITEMET, EESE AR
NHEFEED R,

1BET R

T FLREDSRET SEERA,

EREERRY “/var/paas/.ucs-package/ucs-onpremise/scripts/” BRT, BIAJ3XELE
IEBIARuninstall_node.sh,

2 BEENAENEFEENT R,
$TH3 BRAFEEND L, PTUATHSETEIEERE:
bash uninstall node.sh
AR
AT R IAERENE SR, FENASHSFZIRNIT,
R4 BERANTRRE, ERTR.
£IS BBEWIT LIARME, BEEMT S,

8.3 W{Ti#4T Cgroup PELK?

Bl EIA

caog

etcd kubernetesBg2Toi&HiEE, HliTjournalctl -u containerd&Z& containerd B,
BIUTHE:

applying cgroup configuration for process caused \\\"mountpoint for cgroup not found\\\"\"\n
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BIEL R

B2y

£ER2

fEFAstat -fc %T /sys/fs/cgroup/& & cgrouphRAJacgroup2fs, EIMRMRE J9 =450
kuberneteshrZAscgroup V2&ERGA, FEHITcgrouphEd.,

182 “/etc/default/grub” Z{4HIGRUB_CMDLINE_LINUXECEIR, i#iN
systemd.unified_cgroup_hierarchy=no, x[#cgroup v2,
GRUB_CMDLINE_LINUX="net.ifnames=0 biosdevhame=0 systemd.unified_cgroup_hierarchy=no"

{FHsudo grub-mkconfig -o /boot/grub/grub.cfgis S EFHEKS IS

£IE3 HiTreboot=ESH2E,

.

8.4 FEFUHL SSH iERZFBRTEAD?

LER2
SHR3

BTN EIIERERHEERT R, B/RELENSSHEEERISR, WIFLIET
B REHANLSSHEC B SR ARIRIBIRR o

HATLAT <

vim /etc/ssh/sshd_config
07 HNREE .
¥guseDNSHYEIRE /N0,

PermitRootLogin yes
PasswordAuthentication yes
Useill§ no

Denylsers paas .
"setc/ssh/sshd_config™ 144L, 3954C

# “ESC’ , FHMAWQURIFIEH.
et

8.5 AR INTY BRRE RNl IEERE?

)RR

HBERE DTG (kube-prometheus-stack ) FH&ERAIPVCIFiE R E SRS,
prometheus-server-0 Podf B &R ERIHESHIL “no space left on device” #REE,
IWHIEZTEEETIE, FEPVCERRIT S EH 1T BFHERprometheus-
server-0 Pod .

¥EPrometheusfIPVCIE B, FKEVPVCHIERIPVERTERIT =F0E81R

kubectl describe pvc pvc-prometheus-server-0 -nmonitoring|grep
volume.kubernetes.io/selected-node
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kubectl describe pvc pvc-prometheus-server-0 -nmonitoring|grep
volume.kubernetes.io/targetPath

$H2 SERIIFHEIITR, PTdf -TH, SIDS#HERE, FRIET _REENEERITY
B. T E7HE, EHEESRHEENS X, PKIEFISE (xBERAFER ) TE
HRSXMXHERS (linux) .

$|3 T ERDKZEME, EREZEHE

kubectl delete pod prometheus-server-0 -nmonitoring

ikl
&ESprometheus-server-0 G S E SHIBR R E e D TINEEAT A, BREBREER
A8
8.6 Master XN EHI S A THEAD?
B HEA
Masterfi mktlfg, HIMEEHEHISARRTRERIEIR .
BRIELER

I EIMEHTFCiliumit X33 “ Terminating” JAZSHIPodFH AL 1TCilium Endpoint
kR, SHEHBPBEROARIXNTR, NISHEREW., BREBUNNMESLE:

ZB1 HITLATHS, MR “Terminating” $XZSAYPod.,

kubectl get pods -nkube-system | grep Terminating | awk '{print $1}'|xargs
kubectl delete pods -nkube-system

T2 PUTLA T aSHRERBREPod,
kubectl get pods -nkube-system
|3 FFHOWE, EEEHAKREER.

4R

8.7 TRl BB RMEB EAT?

| AR
%g%ﬁ*ﬁ,ﬁ;r@m%, BIAHEH SHKubernetesEEI AR TSR, BITS Sk
FfE o

IRMEL TR

“ /mnt/paas/kubernetes/kubelet/cpu_manager_state” {4iEZEAIZRSEAY
cpu_manager_policy, EEXIRECPUZEINGMZIRE, TEHITHIIR. ASER
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kubelet, ifcpu_managertBiETIERICPU Topologyi#{T4Btx, TR
cpu_managder_state,

Eitt, FEHITUATSS:
rm /mnt/paas/kubernetes/kubelet/cpu_manager_state
systemctl restart kubelet

FH—RAITE, TRIREIESR.

8.8 WMo SEBHTAMEEEEF ca/tls IEH?

BUIRSRE
o AHMIERIRMAMEITIER
o EEENTHATFreadylkE,
BMELR

£ THucs-ctlTHHETH, BENEF—aAERRIEET < /root/ucsBR T,

TE2 BB RERERICREIFER, FRERTHBIFFTET =/root/ucs/
update_cert.csv, I8 IESERERS-2,

& 8-2 FIBIEIR

FE il

Node IP WIE, TRIPHE

Node Role WE, B (EEmaster/node )
User WIE, DTRERAR

Password TIE, TREREN

Auth Type eI, TsIAIESERY (&tEpassword/key )
Key Path T, TRERTIHERER

BEGIANT

Node IPNode Role,User,Password,Auth Type,Key Path
192.168.0.145,master,root,xxx,password,
192.168.0.225,master,root,xxx,password,
192.168.0.68,master,root,xxx,password,
192.168.0.89,node,root,xxx,password,

TE3 SHKRETS
export CUSTOM_DOMAIN={ucs_endpoint},10.247.0.1
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(MR
Hrhucs_endpointgserverifiattziit, aE@EELATA IR .
cat /var/paas/srv/kubernetes/kubeconfig | grep server

R4 PUTIEBER.

cd /root/ucs

.Jucs-ctl kem update-cert {cluster_name} -c update_cert.csv
FI|5 KW=

.Jucs-ctl kem update-cert {cluster_name} -c update_cert.csv -r
£E;6e KMEEIR,

.Jucs-ctl kem rollback-cert {cluster_name} -c update_cert.csv

R

8.9 AHBER T IREMEAD?

MR—: ucs-ctl P HFEEHEIR, RS ./ucs-ctl: cannot execute binary file:
Exec format error

SRR SRR SR AT R B AN R MY cpuZRE R —EL,
Bign:

o EERIBUMIEIEX86, EARMT R ERRAMEERE, NSREAWIRE:
o EERIZRMGIEIZARM, TEX86Tom LZieAMIEERY, NSREEAMURE .

BRGR: EETRCPURERNITRIGRERS, B ERII SR EAtE
B RRYcpuBRE—EL,

o EEEBRILMIIEIEXB6, 15IEIEX86 T E AR EERE,
o FEEERIIEHIEIEARM, BIEEARMT R EARMEERE,
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9.1 MU BESZERFRIR?

ESnERTHETRET, ARFLRRSEEEAY, SRILSHERHTEHR
B, (BEILLZRT, BIHRELFEAWSEESISFaIMbR T ERFXERIRR. AETEN
%i—i':{r%%‘%’m’fﬁﬁ’ﬂ% RANEE, LS BHIBAWSHECCERFIVPCHENR, EEFHH
PREN R o

(MARIY:
F9-151, ${clusterName} NIFRIEREZFR, ${randomSYKERSHIMBHIERTE.

& 9-1 KTRAIBIFMHNE

?E%U BREE | HE BR

EC2 EC2 EEIT =T s ${clusterName}-cp-${random5}
[z =3 TET=: ${clusterName}-md-${i}-$
IED {random5}, EA${i}EIAS0
= n
Z&fA 5 e ${clusterName}-node

${clusterName}-lb
${clusterName}-apiserver-lb

${clusterName}-controlplane

e default
PAERLEIINAIVPCITA: ${clusterName}-
vpc

EMEIP 3
=iEs EEI=tot- Ei&%ﬁﬁtﬁ’\JEQi{ﬁU%, HEnZE BTN
2 =

${clusterName}-eip-apiserver
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B
i
[—1

HiRkE

e 2R

ELB

1 ${clusterName}-apiserver, XIMVPCH: $
{clusterName}-vpc

p£& 1 ]

4 NameAZ, IIRVPCIIH: ${clusterName}-
vpc

VPC
[

VPC

1 ${clusterName}-vpc

NAT

3 o ${clusterName}-nat

SMVPCHI: ${clusterNamel}-vpc; XIRZF
WA ${clusterName}-subnet-public-$
{az1}

o ${clusterName}-nat
SFRMVPCAH: ${clusterName}-vpc; IFRIF
WA ${clusterName}-subnet-public-$
{az2}

o ${clusterName}-nat
JFRVPCH: ${clusterName}-vpc; XIRIF
MS9: ${clusterName}-subnet-public-$
{az3}

+

6 e ${clusterName}-subnet-public-${az1}
e ${clusterName}-subnet-private-${az1}
o ${clusterName}-subnet-public-${az2}
e ${clusterName}-subnet-private-${az2}
e ${clusterName}-subnet-public-${az3}

o ${clusterName}-subnet-private-${az3}

A EFRIXIRZRIVPCES A ${clusterName}-vpc
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e ${clusterName}-rt-public-${az1}, E=XFM
KB ${clusterName}-subnet-public-$
{az1}

o ${clusterName}-rt-private-${az1}, BRXF
MKEXST: ${clusterName}-subnet-private-
${az1}

e ${clusterName}-rt-public-${az2}, EXFM
XKE£A: ${clusterName}-subnet-public-$
{az2}

e ${clusterName}-rt-private-${az2}, EXF
MKEXT: ${clusterName}-subnet-private-
${az2}

e ${clusterName}-rt-public-${az3}, ZEz{FM
KB ${clusterName}-subnet-public-$
{az3}

e ${clusterName}-rt-private-${az3}, B F
MKEXST: ${clusterName}-subnet-private-
${az3}

o NameHN=, EXFMXEHKAZT

LA BEBERINMAIVPCEI I ${clusterName}-

vpc

${clusterName}-igw, XIRVPCHI: $
{clusterName}-vpc

2| It i =
a
IRAE 7
BERMX |1
MILEACL 1

NameA=, KEXMWSRA “6FM” , XIRVPC
A ${clusterName}-vpc

9.2 YMaFRENIAIEIZ A AK/SK?

EEMES=ERRT, BEEIREUHIAZEHAK/SK ( Access Key ID/Secret Access
Key) , LMBEAWSIKFHEIESZSERHEXAEIE (ANEC2LA). 2. 4P
FAEIERESE ) . AEATIREIREUAIEHAK/SKBTG A,

AR

ZERBRINERERE, EEERMEETENRE .

1. {ERAWS KR ID S(IKF5IE. B/ IAM RS IEBERE 1AM =515,
ZIREX AWS K ID, 1BEXRZE AWS IRFRIYEER

2. FALANSHEY, BRENARE, AREE ‘&R .
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9-1 i%iE “REFEFE"

Account ID: 123456789012
1AM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. & “pEEmR” Kigsh, 88 ‘CIEBEER" . IREESLERMHITESR,
N HAZEHISHIZF, ERSERBR—MRIREE, AR ReRIEIRAYAIRER .
A LAMEREBRIZARBIZEUCS on AWSEES,

9-2 BIEipia)E A

IREEA (0 QUBIEA
RESBITEEH AWS CLI, AWS Tools for PowerShell, AWS Si2FF £ TR AU TR AWS, REEHT AWS APIEH, S RESTEAM N SASEIERRINETR), Leam more ()

hIRESA 1D CURF DRERRHEZA BRERRE BIRERRES &

FiBIEH

BEESESETOISE, FUINTRE, SETRISEHENTARE, Leam more

BRI

4. £ “laRipEEmR” WEL, 25 ‘ST RABFPIRELNDERIE, S8R
& “TE .csv XM R, XEEREFUELDRBNE—S . BREHTDE
PRFAEREMER, BRE "l

9-3 FRERMLENS A
SEOHIIEH

IR

MPEEEMBTTHESHEAEE, KTERETS, SRR THEEEFHEISRL TIRERRS,
pabk] HEHEEA
............... 25
IHIEARREESE

o DL, RIS AR,

o T ERERIESARMIRNEA.

o ERSER,

o EERIERIREH.

EXEBNIEANESIEEES, BANEE AWS NIRRT,

Tt csv 32 =507
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0 ZRERE

A EE

FEIB(ERUCS on AWSHRIE], TEXIMNAIEERFEMIFR 2RI, BAEREE. (FHEE

MkRiz=R, BNSIMERFRYREEMAMPRERIE.

9.3 MBS =EEFER?

BIRSERH

o EBEMAMSITEE.,

o HEHEBNT T readyikZ.
BRIEL TR

£ THucs-ctlTHHETH, BENEF—aAEREET < /root/ucsBR T,
$H2 BAIETRERERICREIFED, FHREFEITHSIFET < /root/ucs/

update_cert.csv, {&{iESEFK-2,

& 9-2 FIBIER

FE il

Node IP R, TRIPHELE

Node Role Wi, TRAE (EEmaster/node )
User WIE, TRERAF

Password EIE, TRERTE

Auth Type eI, TsIAIESERY (&tEpassword/key )
Key Path TiE, TREREHKRE
BEBIANT

Node IPNode Role,User,Password,Auth Type,Key Path
192.168.0.145,master,root,xxx,password
192.168.0.225,master,root,xxx,password
192.168.0.68,master,root,xxx,password

192.168.0.89,node,root,xxx,password

£33 ERAWSEHE, migZ 2B {cluster_name}-node, Bz EBME22iK0, LURIE

BILAIAIE]

sy
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U 0 ERER

TH4A AREWERL, SREFAMETR, HUTUTHS,
sed -i 's/PasswordAuthentication no/PasswordAuthentication yes/g' /etc/ssh/sshd_config
echo "PermitRootLogin yes" >> /etc/ssh/sshd_config
systemctl restart sshd
passwd

IRETREN, FICREIARI,
TS BEEWNET=E.
export CUSTOM_DOMAIN={ucs_endpoint},10.247.0.1
MR
e Hrucs_endpointAserveriglalttit, ah@S LA T A RIREL

cat /var/paas/srv/kubernetes/kubeconfig | grep server
o WRTELEERBINITI LIRE, UFABERENETE.

FB6 WITIEREH.
cd /root/ucs

cp /var/paas/srv/kubernetes/ca.key /var/paas/srv/kubernetes/ca_key.pem
.Jucs-ctl kem update-cert {cluster_name} -c update_cert.csv

FRT KWEER.

.Jucs-ctl kem update-cert {cluster_name} -c update_cert.csv -r

£E]8 KMEMER,

.Jucs-ctl kem rollback-cert {cluster_name} -c update_cert.csv

-
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10 e

10.1 BB A RBIRERET EAD?

R

FHRERIBINAT, UCSSMBSREITIRS . ERHETRS . SRHENRS = AEiT
e, REUEHEARIN. WEHERER, BESEFIBDASHESEST
R DREER, TUSKERFRERID.
FHEBGEET, BEMBIRETRE . ERETRS. EERARSSAEHTRE,
LA FHR I o
Hx—: SHKPRSRERS
AERER: EHBIBETRERHE.
RRRSER: AR XINERIITA N EE BT, MRS S TEERIT.
ERTUSHEREFEXAERHE, BIRRTE, BRRAISARMTHE,
HR=: SERSHERE
AEEE: MRS TRSRETIENRERE.
RRRTSSE:
o EHEHEITRERE, INEHHTES.

o EEHEANNTSRE, ISHENGEMANES;, SLEEFINIKE, B2
T8, REEAZIFARSITAE,

10.2 SERF MBI BRMEAT?

SR

"’

EERFNNNBRFRLY, #zEE “the same cluster has been registered with name
clusterName” 8% “cluster(clusterName) is joined successfully” ,
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R UCS
VU 10 EEB¥EXFD

AJEeRE
SRR . PodERSHIAKLM, BFkarmadact joinfSARE, KMEE
RIUTRIRE

RRRT5 2

ISR MELRPIEY, SAGEHTkubectl get clusterp<, RIGERFIAI PR HIFE
ZEERE,

BEFE, 5 Tkubectl edit cluster clusterNameds<, fRiEYAMLIIE&finalizers=
ER, FHHiTkubectl get clusterdp SIRIGEREBX IR EBIEEIXERE

ENFE, BREREMIAEFREIR

10.3 SEBFINNERFRRY , IRSRIQ R BANMITHEE?

SEEEIONBRFRENY, R CINSKRIOEY, FxiF” , BiRtG

“UCS.01100007” , $BIRISE “Update associated clusters validate failed” , §{&i=
[RE: “vpcep: Required value: all subnets in vpc xxx have endpoint connected to
XXX.vpcep-src-open.xxx but not managed by ucs” .

10-1 KRERIC LW

Q KSEIREM, AEE

=g UCS.01100007

BizEE Update associated clusters validate failed

BizEE vpcep: Required v
have endpoint connected to cn-north-7.vpcep-srv-open. c/Esa e
R Lt ot managed by ucs

=g rest/ucs/vi/clustergroups/0cb5923b-3040-11ee-90de-

0255ac100042/associatedclusters

ERTTE

WMREILA LSRR, BEREIRENVPCHIIEINFNT, EEEEFERTEIEASP
EEIRENZINT RIRFAIVPCEPEIRTI R, WRE, BEZIPELR T mIRFZHY
VPCEPZE iR 15 mAVIF B REHLEEININIRE "managed-by=service-ucs"
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MR 10 EEBFEXFD
oo e e e e
EA(ER FEEE G S
EELGEIS S, GEHENEET, HNACERSRRENE SETESRRRENT, ET0s
——
8o &

RIS

BRTIZ

managed-by service-ucs

HEEmEEZE HPA B D BN RERKBEAT?

AR PETEmAIZEHPARG, tliEPropagationPolicyi§HE D & RIMRAMEFv1.230956%
REERFRM .

LET, UCSEEBYELIBAPI ServerfRAv1.25, EIHHPAXTSEautoscaling/v2#
autoscaling/V1FNIRAS . 2R, FEEEIZEAIHPARRZAS J9autoscaling/v2ik 2
autoscaling/v1l, BXFBig&Llautoscaling/V2hRAHITH A . MRAEFV1.23095ERF AT
#rautoscaling/V2iRZANHIHPARG SR, EILLHPATGE D R RZEEE, BEHPAXINAY
resourceBinding, BJLATEE conditionsHEZIINT3REE: cluster(s) did not have the
API resource,

eI LATES R HPART, 1SRREEHRAHLKRZEV. 23R ERIRRA, iZARABIASZ
autoscalmg/vZEl’JH PA,

E 181855 &autoscaling/VIERASHIHPAZRI B R EERE, & AIPropagationPolicyXd5R R
resourceSelectors[i].apiVersion=E& W Bic & JJautoscaling/v2, IRHIYAMLERR. 9
KkNiE, EaLAER REEFPEIFEautoscaling/v1 AR ZASAIHPA

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:
name: test-hpa
spec:
maxReplicas: 5
minReplicas: 1
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: nginx
targetCPUUtilizationPercentage: 10
apiVersion: policy.karmada.io/v1alpha1l
kind: PropagationPolicy
metadata:
name: test-hpa-pp
spec:
placement:
clusterAffinity:
clusterNames:
- member1
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resourceSelectors:

- apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
name: test-hpa
namespace: default

10.5 Bl MCl WRELEBEAT?
ST A

BIEMCIRTSREM .
HIES R

imiafTkubectl describe mci mci-example -n demo&ps, BEESHHE,

o [BR—, FHETUT:

multicluster-cloud-provider get loadBalancer by mci [defau

t/zhctest] failed: status code:401 resp body:{"error_msg":"Incorrect IAM authentication i
formation: get token error,status:400","error_code":"APIGW.0301","request_id":"fb
df"}

BRTSE
HHEIMBER—PHRE, RRESIEMCONRISRENSITRiROSHMER, SrILYE
eLA T BB IR TS SR —H:
o IRIECIEEMAIMCIR, (EXCaRERSEITERIRO .
o ERELBIZHIG, MPRXINIROIAIEITES

HHMER_—PRIE, REPLIEMCIRAIECERIkarmada.io/elb.projectidBiR,
SREMFRATEIZAIMCI, HEFHCIZAEEIEMAIMCI,

10.6 iEId MCI i5aiRFZ LM, W{aTHEE?

HIEELEMARNERSZEY, BREMCNREREERI.

IFERELBIESRIG, RIEMCIZDERIELBSLAIID, HEIFHEREIIMAIELBSLAILZFREN

elbdSIT=8NE, HEIRIMAVMITEREE “ NN/ mIBREARER" , HEAELBISITERAYSE
ARIERE, PHERRSH/EZIR, HARRRSH[RERNT, NRERRRSH/RT

%, BEXELBEENRINHEX N TIERZ.
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< BERESE | SSSERN (horrnirinedliE) | BT (s,

TR IRES S UCS R R R e O

EFER AW s wE
0 == (#7) SUEISFERSASRERRENERIRR, FSOF v EREE 52
Crmeann ) (o) (— =

FR © R L2 SR R 13
i oF
g OF

1. ERmRFZRSHERER, BHREPodHIPMEEESELBAYVPCIES :15E
2. EHRIWRSRANIT, BT THSEINNEY, RIESHEEHERERE
BER. HEP{MClnameiE&IEAMCIRIZTR,
kubectl describe mci {MClname}
EERMNTREER, BINEELBLAINSIrRinOSR M a A,

EHMINTREBER, BREMCFRIRSSHREEFE.

Events:
T,pn Reason = Mﬂsadge

warning LoadBalance 6s multicluster-cloud-provider | ser "ngini” not found

EHIUTREBER, BOEMCAPEERSKOSEER.

vl "nginx backendPort 810" not found

Warning L

10.7 & MCS JIREKBEAD?
SR

BIEEMCSXISR LM, i=fTkubectl describe mcs mcs-example -n demoHp$EES
%, BT

Age From Message

Warnlng LoadBalance 125 multlcluster cloud-provider get loadBalancer by mcs [defaul

/nginx-vl] failed: status code:401 resp body:{"error_msg":"Incorrect IAM authentication i
formation: get token error,status:400","error_code":"APIGW.0301","request_id":"36
L "}

i Y S
o)R IR R A A BIEEMCSR I S ATBEC B HIkarmada.io/elb.projectidGiR, REZMIiR
FREIZEAIMCS, HEFRCIZEEEIEIRAIMCS,

10.8 MCS/MCI sEAIiBR R EITHEE?
TS MCS/MOSAMBRSSE, —HER ‘MRS .
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A= UCS

= )RR 10 EEB¥EXFR
BREER: EHNREEA, HFELBEBERBER.
BELE:
1 BRUCSIEHIE, ELMISHMEEE “SEMN" TRE, £ ‘B T8 TeE
BFRARRA , NIRRT
T2 EE{LJEW‘ HIE IRESIEAT , IRE “‘SERRST RE, oiE ‘SERIR
» Bj
I3 EIRIE—EH “Nigd” S ELH,
$B4 FEIERESERNMCS/MCISEI FAYELB R &R
1. BEESEXHRHEZEE IO ERR, HASLEIER e RS sLFIRm .
2. GEHBHELHEREERE, X “‘WERERP” &H.
3. IREREFIGESLA) “ SRS ”E, ﬂﬂJB?E‘rﬁE’JMCS/MG:&WJ@BIEE’J”"_UE%o
4. EHIINALNSHIEZER “‘BinikS:RE" , BHEFEMCS/MCISCHILEIFE48
;Epa'ﬂﬁﬁﬁﬁﬁﬂ““ﬂ%ﬁ HAN “BAXRER” UM, X4 “BREP” § “EBuxr
= - | e
- - e -
— [ == ]
5. MRS ERIMCS/MCIELH TR 4PERY RiniR S 254H
S5 RFIRIBRMCS/MCISE S :

1. ERRE—ES “Mikh” SELA, BHREFIN “RIEBYAML”
2. MBRyamlRaI AR, RIaTs&bIMBRIZSEH .

finalizers:

- karmada.io/multi-cluster-service-controller ## MCS

finalizers:

- karmada.io/multi-cluster-ingress-controller ## MCI
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fRISYAML

El-t (®) YAML JSON

alphat

-
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AR UCS
= )RR 1M REDK

1 1 i=<ba ).

11.1 WA =R 17

E)REIA

WRAEFE=SEZEMELER, FEERUCSHITREEIE, BT RINES
ELRTEETIRS (DNS) RER, UCSHREEIREH &S BIRE S RN
CI 8

FBR—: HNRE
BEE=FEEEMEEMEE, FEEY “‘QIRANESE” BIERIE=BETR
22
FJ o

1. EBEREEEHS.

2 BEFSITREENN — B, ERSIIES, HE WS > SRR
Az
73 o
HN “=fETT WHE.

3. FEEMRNASHE, &R “RNEE” , BEA LA “SIRAMIEE" .

4. £ “IBEAMER” WEYH, BANEMAEE (20 “example.com” ), HEiEE
INETRETIRSS o

BZSHIRE, BB NS .
5 B ‘B’ , TRAMIEE “example.com” BIBIEE,

SRS, BT “AMigE” TEEEMCIENEZER.

SRR ‘HEEELREMBROE” , BESEHKEES.

(1 88
BF “HR7 JINEEEIR, ALERRSFEERNIEEIET SOASSRIIINSERRCRE,
Hrh,
o SOAERIRYIERENMR T X b2 BB RN EN RS S
o NSZERHYIEREFMR T ISR AR IRSSEE

ISR LMRIBE Z A EXIEMNSIERENE, FARNBTIESEEL A EDNSTAF R
EHZRSHDNS2MHA4? .
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A= UCS
= M iE)RR 1M REDK

S| BEoUHER DNS fR5525
4% MIDNSHR S5 88 X 7 1A FR F AR AOREUDN SBRS3 28 -

BT ZBITIRSEIEAMIEZE, RAKAEMAINSERICRENERI A =EITR
SSHIDNSARSS ==L

FYZAIDNSIRSS 2RI ESNSICREREARTT, WEBTLTXIERRT, CFEEIHE
A5 RIDNSERSS FE e N A =R ETER S RIDNSAR S5 28ttt o
AR
SESRIDNSIRSS REHIUEIS TA48/N\IT AR, BRI EiBLUNZ E MR AOR B
FE1 SRBEERSSDNSIRSSZabL
1. EBEREEESS.
2. E@ﬁ%‘}‘?ﬂ:ﬁﬁE{ﬂUE’ﬂ = EiF, EREFIET, KIE WK > SRR
=
HN ‘=BT NE.
3. FEEMRPRSAE, ®&F ‘RS .
N “AREZ” RHE.
4. £ “RMIEET NEHCSRNREMRET, 28 9E7 JIREEER.
‘KR A UNST RUICRE, EXINAY ‘{87 BIJIDNSARSSZRAVES o

11-1 RFR[EIAT NS BRI RE

H5E @ = wE *xW = ooy TL®) @& 0= iRk 1R

1
v iz NS SRRt 172,800 :;

v k= SOA LMERIA 300  nst.huaweicloud-dns.org. hw.

SE2 B ARIDNSERSSEE
SR Z TR, EBUHZAIDNSIRSSEE L =DNSIRSS 8ttt :
ns1.huaweicloud-dns.com
ns1.huaweicloud-dns.cn
ns1.huaweicloud-dns.net
ns1.huaweicloud-dns.org
FHREESE R EMENIERIFES
----455R

SB=: 7 UCS FITEESRE

S$IE1 DNSEETAINRRE, EEIUCSESIE “CIERasns” m, mRimammEgs .
iz kmEE, TamaNC LMt TRIE .

\
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11-2 BEEREREE

Jellke =53t
o2 PN abcdef.com v | Q  tlEamEs O
pol PHEE oS TTLGE) = R

+
$H|2 SECUEREREE, HIMFMAHZRINERERE .

11-3 FAESEE

demo

‘ e Fx 2 Rk

IP TTLED) 300 £

ERIERA NE 1&

FE3 KNS EERREEEN .

PALinuxZRZ A4, EalliEESiEZ Interneti & iRV <& O ERIN T oSl
ERBEEEN, pIEXUT:

dig Birigi&
(0 #a

SIRLInuERIRRIMERFIRE A Tdigin e, FEFNLRREFREER. FIaNCentOSRSE, 7]
#14Tyum install bind-utils% %

WNTERR, EIE94 “ANSWER SECTION” RYIPHEht o BItrEERFAEIOEIP, NIFER
EE RIS OIZERIN .

[root@no-del-cluster- -88211 ~1# dig demo.

; <<>> DiG 9.11.4-P2-RedHat-9.11.4-26.P2.el7 9.9 <<>> demo.
; global options: +cmd
; Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7171
; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 8, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4896
;5 QUESTION SECTION:

;demo. IN

55 ANSWER SECTION:
demo.

;5 Query time: 38 msec

;5 SERVER: 180.125.1.258#53(100.125.1.258)
53 WHEN: Thu Jul 21 19:38:37 CST 2022

;3 MSG SIZE rcvd: 61

.
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A= UCS
U

12 BHREEEDT

1 2 BeamAed

12.1 SEFEBHRFERE AR EERXBEAT?

BfSEIES

RESHr

LIEFES

o SHABINIEET, BMORLOHRE, RIEEEFEE “release name already
exists” FE& .

o EHFRISIEERTAMI, EBRIEEKEA “LREM” % ‘KA~ , EFE
”*}“‘Fﬁﬁékube prometheus stack?ﬂi#*ﬁgl] RERRINEEEE

“resource that already exists” =E&

kube-prometheus-stackif{H1FERIRILEE o

AT MRERITRIFRBIEIE, AEEEEEHABEGE.
kubectl delete ns monitoring

kubectl delete ClusterRole cluster-problem-detector custom-metrics-resource-
aggregated-reader event-exporter prometheus-operator prometheus-server
ucsaddon-cie-collector-kube-state-metrics

kubectl delete ClusterRoleBinding ucsaddon-cie-collector-kube-state-metrics
cluster-problem-detector event-exporter prometheus-operator prometheus-
server

kubectl delete apiservice vibetal.custom.metrics.k8s.io

12.2 SR RRIR =TT B iR KMEAD?

)RR

o EMHBIER, BOIRERE, RIEEEFHEHgatekeeper=zE;,
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o ESHARWIRBERTENY, BERGEERE—HET “&%F’ , BHEER
“LIRAW” , BIFERPREERAIIPoIIRE, PodiIE & B gatekeepers

E&Lo
IRE T
%%FE%§%%ﬁﬁ%%¢®m§7ﬁﬁﬁ%m%%mw,Mﬂ%@&ﬁ%ﬁﬁ%
o
SIEFER

TSETEEERNIER LI, BUEE X kube-systemFImonitoring#p 2 ZSi@RF2E =
B o

12.3 {1{o{Z2X kube-state-metrics ZH{FRIRELR?

=[G Epa
kube-prometheus-stackifi{4HIkube-state-metricsZB{4faz=4% PrometheusiImetrics
HIERTVAE AL K8s APIEIREIRBIAYHET . kube-state-metricstE4TESRNAECE T,
ARREK8sKIFEAIFTAlabelsFlannotation, INBRENFEESISHPIEXRKER
B, HEMEEZFRIkube-state-metricsfServiceMonitordREHZ R E R HINIE
JIVE =7

RMEL T

$1 HTFLUTHSFTFkube-state-metrics TEAEXT MAIYAMLIZ (4,
kubectl edit deployment kube-state-metrics -nmonitoring
FIR2  (EMkube-state-metricsHIBEISE .
PIanFEEREPodRIFT A abelsEY, NiEkube-state-metricsHIBENSEUEST:

--metric-labels-allowlist=pods=[*],nodes=[node,failure-domain.beta.kubernetes.io/
zone,topology.kubernetes.io/zone]

kube-state-metricsiEFHIEREPodFINodefSlabelsiStr, FHiEiTkubectl edit
servicemonitor kube-state-metrics -nmonitoring&igkube_pod_labelsEEEEE

AIRE(ES S,
gnFEREannotation, NEBHNSEPLUIBRITIERINSEL--metric-annotations-
allowlist,

2EVH: https://github.com/kubernetes/kube-state-metrics/blob/v2.2.3/
docs/cli-arguments.md

R

MHSRRAS 01 (2024-12-31) WA © EARTERABIRAE 56


https://github.com/kubernetes/kube-state-metrics/blob/v2.2.3/docs/cli-arguments.md
https://github.com/kubernetes/kube-state-metrics/blob/v2.2.3/docs/cli-arguments.md

	目  录
	1 产品咨询
	1.1 UCS有哪些配额限制？

	2 计费相关
	2.1 UCS如何定价/收费？
	2.2 集群在何种状态下时，UCS会产生计费？
	2.3 已购买资源包，为什么仍然产生按需计费？
	2.4 UCS服务的计费方式如何由按需改为包年/包月？
	2.5 华为云支持哪几种开具发票模式？
	2.6 资源包是否支持退订或修改？

	3 权限相关
	3.1 如何配置UCS控制台各功能的访问权限？
	3.2 IAM用户登录UCS无法获取集群或舰队怎么办？
	3.3 误删除或修改ucs_admin_trust委托后如何恢复？
	3.4 舰队或集群关联权限异常怎么办？
	3.5 集群注销后如何清理权限相关资源？

	4 策略中心
	4.1 启用策略中心失败怎么办？
	4.2 策略中心运行异常怎么办？
	4.3 如何清理策略中心相关资源？

	5 容器舰队
	5.1 舰队开通联邦校验失败怎么办？
	5.2 将已接入联邦且状态异常的集群移出舰队失败怎么办？
	5.3 部署Nginx Ingress后状态为未就绪怎么办？
	5.4 执行kubectl命令报错Error from server (Forbidden)怎么办？

	6 华为云集群
	6.1 华为云集群状态不可用，报cce cluster not found怎么办？

	7 附着集群
	7.1 附着集群接入失败怎么办？
	7.2 私网接入的集群误删除VPCEP后如何恢复？
	7.3 proxy-agent部署失败怎么办？

	8 本地集群
	8.1 本地集群接入失败怎么办？
	8.2 如何手动清理本地集群节点？
	8.3 如何进行Cgroup降级？
	8.4 虚拟机SSH连接超时怎么办？
	8.5 本地集群如何扩容容器智能分析插件的存储磁盘？
	8.6 Master节点关机后集群控制台不可用怎么办？
	8.7 节点扩容规格后未就绪怎么办？
	8.8 如何更新本地集群ca/tls证书？
	8.9 本地集群安装失败怎么办？

	9 多云集群
	9.1 如何清理多云集群资源？
	9.2 如何获取访问密钥AK/SK？
	9.3 如何更新多云集群证书？

	10 集群联邦
	10.1 集群联邦升级前检查不通过怎么办？
	10.2 集群加入联邦失败怎么办？
	10.3 集群加入联邦时，状态校验失败如何排查？
	10.4 联邦管理面创建HPA后分发到成员集群失败怎么办？
	10.5 创建MCI对象失败怎么办？
	10.6 通过MCI访问服务失败，如何排查？
	10.7 创建MCS对象失败怎么办？
	10.8 MCS/MCI实例删除异常如何排查？

	11 流量分发
	11.1 如何添加第三方域名？

	12 容器智能分析
	12.1 集群因插件资源残留开启监控失败怎么办？
	12.2 集群因策略拦截开启监控失败怎么办？
	12.3 如何修改kube-state-metrics组件的采集配置？


